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(750 RarCa—T 107 OERLE 722 EFRTOKEESLEERTFZEPT (National
Institute of Standards and Technology, NIST) 23{Ekk L 7= [The NIST Definition of Cloud
Computing| £V 9 MS UV — KT 2 X—TDEWILETH 5, NIST Offianid, [To promote

U.S. innovation and industrial competitiveness by advancing measurement science,

standards, and technology in ways that enhance economic security and improve our
quality of life.] T®H 5,
ZOXEORT, 1V I Farva—7 407 I3,

Cloud computing is a model for enabling convenient, on-demand network access to

a shared pool of configurable computing resources (e.g., networks, servers, storage,

applications, and services) that can be rapidly provisioned and released with

minimal management effort or service provider interaction. This cloud model

promotes availability and is composed of five essential characteristics, three service

models, and four deployment models.
LEFZINTND,
EROHPD 5 >OEE/FHE (Five Essential Characteristics) (3.,

On-demand self-service. A consumer can unilaterally provision computing
capabilities, such as server time and network storage, as needed automatically
without requiring human interaction with each service’s provider.

Broad network access. Capabilities are available over the network and
accessed through standard mechanisms that promote use by heterogeneous
thin or thick client platforms (e.g., mobile phones, laptops, and PDAs).
Resource pooling. The provider’s computing resources are pooled to serve
multiple consumers using a multi-tenant model, with different physical and
virtual resources dynamically assigned and reassigned according to consumer
demand. There is a sense of location independence in that the customer
generally has no control or knowledge over the exact location of the provided
resources but may be able to specify location at a higher level of abstraction
(e.g., country, state, or datacenter). Examples of resources include storage,
processing, memory, network bandwidth, and virtual machines.

Rapid elasticity. Capabilities can be rapidly and elastically provisioned, in

-33-



Th D,

some cases automatically, to quickly scale out and rapidly released to quickly
scale in. To the consumer, the capabilities available for provisioning often
appear to be unlimited and can be purchased in any quantity at any time.
Measured Service. Cloud systems automatically control and optimize resource
use by leveraging a metering capability at some level of abstraction
appropriate to the type of service (e.g., storage, processing, bandwidth, and
active user accounts). Resource usage can be monitored, controlled, and
reported providing transparency for both the provider and consumer of the
utilized service.

(Pay per use.) Capabilities are charged using a metered, fee-for-service, or
advertising based billing model to promote optimization of resource use.
Examples are measuring the storage, bandwidth, and computing resources
consumed and charging for the number of active user accounts per month.
Clouds within an organization accrue cost between business units and may or

may not use actual currency.

3 >OHP —1E 2EF5/L (Three Service Models) 1.

Cloud Software as a Service (SaaS). The capability provided to the consumer is
to use the provider’s applications running on a cloud infrastructure. The
applications are accessible from various client devices through a thin client
interface such as a web browser (e.g., web-based email). The consumer does not
manage or control the underlying cloud infrastructure including network,
servers, operating systems, storage, or even individual application capabilities,
with the possible exception of limited user-specific application configuration
settings.

Cloud Platform as a Service (PaaS). The capability provided to the consumer is
to deploy onto the cloud infrastructure consumer-created or acquired
applications created using programming languages and tools supported by the
provider. The consumer does not manage or control the underlying cloud
infrastructure including network, servers, operating systems, or storage, but
has control over the deployed applications and possibly application hosting
environment configurations.

Cloud Infrastructure as a Service (IaaS). The capability provided to the
consumer is to provision processing, storage, networks, and other fundamental
computing resources where the consumer is able to deploy and run arbitrary

software, which can include operating systems and applications. The consumer
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does not manage or control the underlying cloud infrastructure but has control
over operating systems, storage, deployed applications, and possibly limited

control of select networking components (e.g., host firewalls).

4507 7uaA A hET /I (Four Deployment Models) I3,

Th o,

Private cloud. The cloud infrastructure is operated solely for an organization. It
may be managed by the organization or a third party and may exist on premise
or off premise.

Community cloud, The cloud infrastructure is shared by several organizations
and supports a specific community that has shared concerns (e.g., mission,
security requirements, policy, and compliance considerations). It may be
managed by the organizations or a third party and may exist on premise or off
premise.

Public cloud. The cloud infrastructure is made available to the general public
or a large industry group and is owned by an organization selling cloud
services.

Hybrid cloud. The cloud infrastructure is a composition of two or more clouds
(private, community, or public) that remain unique entities but are bound
together by standardized or proprietary technology that enables data and

application portability (e.g., cloud bursting for load-balancing between clouds).

ZONISTD (7T 0 Farva—T 407 OERIRERITIESN T, BEHBUF K
747 /7 (General Services Administration, GSA)I%. [Federal Cloud Computing Initiative
Overview] DOHT, RO X IIKEEABINABEST 2D 770 Favta—T 47
BIRDT7 L—L U =7 BEHERLTND,
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F 72, T[Federal Cloud Computing Initiative Overview] DT, FERNEARE S35 FRE
RSN AFEN IR S TN D,
R HFE S 58 (Cloud Computing Initiative) & LT,

Continue the migration towards a services-based environment that is
technology and vendor-agnostic

Enable rapid deployment of technology solutions for the Federal government
without developing stove-pipes

Enable scalability for existing and new capabilities

Increase savings through virtualization

Potentially reduce cost of infrastructure, buildings, power, and staffing
Improve the government's ability to create a transparent, open and

participatory government

WZETF SN TS, F7-. FliE (Benefits) & LT,

Rapid provisioning and deployment of services

On-demand scalability and elasticity for new services and capabilities
Creation of a services-based environment that 1is interoperable and
standards-based

Opportunity for Cost Savings

v' Leverages economies of scale

v" Promotes innovation and service sharing



v Allows for “Measured” Payment (Pay per Use)

e Enables agencies to reinvest in, and concentrate on, core mission objective

NETFT LTS,

-37-



3. [U7Z9uFarvva—7+17) ®RFI & RFQ

HF BN — %7823 F(General Services Administration, GSA) L. KEBF DKE T3
19 % Infrastructure as a Service(laaS) % #i#3" % 7= ¥ Request for Information (RFI)
& Request for Quote(RFQ) % 31T L, laaS 2k L L 5 & L TV AR Z =5 RIE %K

HTWND,

RFI TiX. IaaS # kT 2_ F—izxf LT, kD 5 DORHEHIZOWTERZ LT

Do

o Please address the following Business Model, Pricing Model and Service Level

Agreement (SLA) questions:

v

What is the scope and nature of your IaaS offerings, including computing
as-a-service, file storage as-a-service, and associated administration
capabilities? Please identify and explain. Note that for the purposes of this
RFI we are not focused on platform-as-a-service or application sandboxing
for test purposes, though you may suggest synergy between your IaaS
offerings and other offerings.

Describe in general terms your IaaS pricing model as it relates to CPU,
memory, storage, bandwidth, data transfer capacity, and other relevant
pricing.

Describe your capability to offer hosting services, including any
capabilities for server provisioning, preconfigured system images and
applications stacks, management, operating system patching, security
software, and other managed services.

Describe the standard SLAs, if any, that are included in your cloud
computing service offerings. Please detail SLAs on the overall service as
well as SLAs for the specific customer instances in use, such as a given
virtual server, storage volume, or other service unit.

Do you offer the flexibility of negotiated customer-specific SLAs or only
fixed offerings?

Please provide past performance information, to include recent and
relevant contracts for the same or similar items and other references
(including contract numbers, points of contact with telephone numbers and

other relevant information).

o Please address the following Business Model, Pricing Model and Service Level

Agreement (SLA) questions:

v

What is the scope and nature of your IaaS offerings, including computing

as-a-service, file storage as-a-service, and associated administration
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capabilities? Please identify and explain. Note that for the purposes of this
RFI we are not focused on platform-as-a-service or application sandboxing
for test purposes, though you may suggest synergy between your IaaS
offerings and other offerings.

Describe in general terms your IaaS pricing model as it relates to CPU,
memory, storage, bandwidth, data transfer capacity, and other relevant
pricing.

Describe your capability to offer hosting services, including any
capabilities for server provisioning, preconfigured system images and
applications stacks, management, operating system patching, security
software, and other managed services.

Describe the standard SLAs, if any, that are included in your cloud
computing service offerings. Please detail SLAs on the overall service as
well as SLAs for the specific customer instances in use, such as a given
virtual server, storage volume, or other service unit.

Do you offer the flexibility of negotiated customer-specific SLAs or only
fixed offerings?

Please provide past performance information, to include recent and
relevant contracts for the same or similar items and other references
(including contract numbers, points of contact with telephone numbers and

other relevant information).

Please address the following Operational Support questions:

v

<N XX

Describe the core components of ensuring availability from your
perspective (e.g. # of locations, # of locations at Internet Exchange Points
(IXP)?

Are you Border Gateway Protocol (BGP) Peered?

Is your network dual homed? If so, with whom?

How are you able to prioritize our traffic if need be?

Do you maintain any industry certification standards such as ITIL, ISO
20,000, and/or CMMI?

How do you maintain effective levels of patch management on the
Operating Systems, VMs and/or hypervisors in an open virtualization
environment?

Describe your handling of potential availability issues such as significant
cloud computing outage, high network load or insufficient bandwidth

access. What is your mitigation strategy in case of potential network
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outages, bandwidth shortages, or spikes in service demand?

What types and combinations of CPU processors, virtualization formats,
and operating systems are supported by your service? In addition, what
capabilities are there for testing various combinations of these?

What kind of trouble ticketing system do you have, and is it visible from
our site?

What level of automatic alerting can you provide to our support staff in the
event of failure, degraded service, or exceeded planned utilization?
Please describe your system for IT address assignment and persistence in
a virtual environment.

Please identify which ports are allowed or accessible through your
infrastructure (.e. 25, 80, 139, and 443) and which we might assume
would be blocked. Are any unique ports or API calls required?

Describe your IP Management in a virtual environment. Can you provide
renewal capabilities, including level of support for static IP addressing?
Describe how you manage domain controllers in a Demilitarized Zone
(DMZ).

Describe how you manage remote administration for provisioning and
Virtual Machine (VM) access.

Please address the following Data Management questions:

v

Describe your handling of data isolation, data recovery and
handling/security of data at rest and in transit.

Can you guarantee that data will remain within the continental United
States, both in transit and at rest? If so, how?

Describe your roles and responsibilities regarding data ownership, e.g.
logging data.

Describe your method for getting customer's data back in-house either on
demand or in case of contract termination for any reason.

How would you handle data remnants throughout their service lifecycle?
Who owns the Intellectual Property for artifacts developed in or hosted in

your cloud?

Please address the following Security questions:

v

Describe your security architecture around the cloud services that you
provide, including Open Systems Interoperability layers 1-4. Please
provide an overview of your methods to limit data dispersal to

unauthorized entities.
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Please explain how you provide physical security in a shared tenant

environment.

Describe your approach to addressing IT security challenges in cloud

computing, in particular - dealing with hacker attacks, the potential for

unauthorized access, and inappropriate use of proprietary data and IT

applications. What are your processes and solutions for preventing these

challenges from occurring?

Describe the cloud computing authentication models that you think would

be most effective for Government administrative use. Describe how your

service offering could enable eDiscovery, forensic analysis, auditability, and

other similar governance requirements.

Detail your support for Security Assertion Markup Language (SAML)

services.

What approaches for encryption key management do you support?

Describe how you manage them.

List and describe any NIST 800-53 rev 3 (FISMA) controls that may be

challenging to achieve within your IaaS services provided in a cloud

environment. What other certifications and compliance standards do you

support, have third party certification for, or comply with, such as HIPAA,

PCI, and SAS 70?

To what extent have you implemented DNSSEC?
http//esre.nist.gov/publications/nistpubs/800-81/SPS800-81.pdf

What is your level of support for full IPv6 capabilities, especially in the
network, in Domain Name System (DNS), storage, and any operating
systems that you provide? Please detail any capabilities that are not fully
IPv6 compliant.

What kind of intrusion detection and intrusion prevention systems do you
use, and are your customers provided access to these?

Identify what parts of your infrastructure are FIPS 140-2 compliant.
What controls are in place for administrative access, both internal to your
company and for administrative access from government clients? Please
include discussion of administrator controls over provisioning.

Describe how penetration testing and source code analysis is performed in

acloud environment.

Please address the following Interoperability and Portability questions:

v" Describe your recommendations regarding “cloud-to-cloud” communication
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and ensuring interoperability of cloud solutions.

v" Describe your experience in weaving together multiple different cloud
computing services offered by you, if any, or by other vendors.

v'As part of your service offering, describe the tools you support for
integrating with other vendors in terms of monitoring and managing
multiple cloud computing services.

v" Please explain application portability; i.e. exit strategy for applications
running in your cloud, should it be necessary to vacate.

v" Describe how you prevent vendor lock in.

RFQ @ Attachment C: Statement of Work TR DE K ZHIH (Requirements) Z#E/1 L

Tnd,

General Cloud Computing Requirements
On-demand self-service

Ubiquitous network access

Location independent resource pooling

Rapid elasticity

RN NN

Measured Service
TIaaS Common Technical Requirements
v" Service Management and Provisioning Requirements
Service Provisioning
Service Level Agreement Management
Operational Management
Disaster Recovery and Continuity of Operations
Data management
v" User/Admin Portal Requirements
Order Management
Billing/Invoice Tracking
Utilization Monitoring
Trouble Management
User Profile Management
v' Integration Requirements
Application Programming Interfaces
v" Data Center Facilities Requirements
Internet Access
LAN/WAN

Data Center Facilities
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Lot Specific Technical Requirements and Past Performance
v LOT 1: CLOUD STORAGE SERVICES
Cloud Storage Service Requirements
Storage and Bandwidth Tiers
v LOT 2: VIRTUAL MACHINE
Virtual Machine Requirements
Bundling of Virtual Machine Service Attributes
Virtual Machine Technical Requirements
v LOT 3: CLOUD WEB HOSTING
Cloud Web hosting requirements
Bundling of Cloud Web Hosting Service Attributes
Compliance Requirements
v' Section 508
v' Information Technology Systems Security Requirements
v" Security Clearance Requirements
v

Privercy Requirements
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Cloud Computing Use Case Discussion Group /%, [Cloud Computing Use Cases White
Paper] Z{Fi LT, 77U FRIMFE L 7 T 0 FRUZ =26 L CHEBOFIMr—= - 5
U A&t LT %, [Cloud Computing Use Cases White Paper] & JGIZ##J L 7= NIST
DI T RAVEa—T 4 VT DEREEARAL LTS, 72, Cloud Computing Use
Case Discussion Group D#E#EL, [Open Cloud Manifesto] @ Open Cloud @ 6 ->DHA
FFEHZEDSN TV 5,

[Cloud Computing Use Cases White Paper] OH T, RO K577 T RaryBa—

TATDT V=L T =7 g LT D,
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[Cloud Computing Use Cases White Paper] (X, 2O 7 L — AU —7 |ZHINT, &
T FEVEHISSC APLs DM 2Bl L T 5, FEYERIR ORI

THY,

Standards Across Cloud Service Types

Standards Within Cloud service Types

Standards Between the Cloud and the Enterprise

Standards Within an Enterprise

APIs I,

Levels of APIs The Wire/Language-Specific Toolkits/Service-specific
Toolkits/service-Neutral Toolkits

Categories of APIs Ordinary Programming/Deployment/Cloud

Services/Image and Infrastructure Management/Internal Interfaces

Thd, INLEEEXT, MESNDFMr—R « v F VA ZZET T, S HICERFEH
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End User to Cloud

In this scenario, an end user
1s  accessing data or
applications in the cloud.
Common applications of this
type include email hosting
and social networking sites.
A user of Gmail, Facebook or
Linkedln accesses the
application and their data
through any browser on any
device. The wuser doesn’t
want to keep up with
anything more than a
password; their data 1is
stored and managed in the

cloud.

Eng Urar fo Cloud

Fubic Coad
PSP Y

Enterprise to Cloud to
End User

In this scenario, an
enterprise is using the cloud
to deliver data and services
to the end user. When the
end user interacts with the
enterprise, the enterprise
accesses the cloud to retrieve
data and / or manipulate it,
sending the results to the
end user. The end user can
be someone within the
enterprise or an external

customer.

Ernterprise o Clod o End Lser

Prol:be: Clane:
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Enterprise to Cloud

This use case involves an
enterprise  using  cloud
services for its internal
processes. This might be the
most common use case in the
early stages of cloud
computing because it gives
the enterprise the most

control.

Errfarprise o Ciowd

Enterprise to Cloud to

Enterprise

This use case involves two
enterprises using the same
cloud. The focus here is
hosting resources in the
cloud so that applications
from the enterprises can
interoperate. A supply chain
is the most obvious example

for this use case.

Enterprise fo Cloud
ta Enfarpetsa

Private Cloud

The Private Cloud use case
is different from the others
in that the cloud is contained
within the enterprise. This is

useful for larger enterprises.
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Changing Cloud Vendors

This wuse case 1nvolves
multiple clouds working
together, including both

public and private clouds. A
hybrid cloud can be delivered
by a federated cloud provider
that its

combines own

resources with those of other

Chamgirmg Slouo' Venoors

F bl G

".___ﬂ ?

Lriupnes

providers.

Hybrid Cloud This wuse case involves Hybrid Cloud
multiple clouds working Frdtied
together, including both

public and private clouds. A

T T
hybrid cloud can be delivered R g -
by a federated cloud provider ._%1;'1:::,-‘_. -
that combines 1its own - e 2
resources with those of other | .=
providers.
Requirement E 2 8 9 o 2 2 ® e
g = s S 3 2 g & = £ o S
= & 5 1 & 8§ 8 3 < 3 & 3 85 3
2 S g 2 g O 5 < 29 g 3 2 2
- O = = = & O o O | oo
s H 8 1m ¥ | &8 8 O "
Identity v v v v
Open Client v 4 v 4 v 4 v
Federated 4 (4 4 v
Identity
Location v v 4 v 4
Awareness
Metering and v v v v v
Monitoring
Management v v v v v
and Governance
Security v v v v v v v
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Deployment v
Transactions

and Concurrency

Interoperability

Industry-Specific v
Standards

VM Image v
Format

Cloud  Storage v
API

Cloud Database v
API

Cloud v
Middleware API

Data and 4
Application

Federation

SLAs v
Lifecycle v
Management
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5. [Ty Ravta—7u7] LEE

Cloud Security Alliance (CSA) 137 7 U Ra v Ba—7 4V ZIZNIET 2&BUCEHR L
C. [Top Threats to Cloud Computing| & [Security Guidance for Critical Areas of Focus
Cloud Computing] W95 HA KT7A4 U Z2/EKL TV 5,

[Top Threats to Cloud Computing| /%, [Security Guidance for Critical Areas of Focus
Cloud Computing] OF5/& D & 5 RLESF T, HESNDEBUITHOWT, BB, #.
KL, SRR B, P RXAETADER I TN D, S HIT [Security Guidance
for Critical Areas of Focus Cloud Computing| THfii L CWAFFEMABRTEZH L 91T
KA hERTWA, [Top Threats to Cloud Computing] D TEIF LN TWD DL, K
DTODHETH %,

e Threat 1 : Abuse and Nefarious Use of Cloud Computing
e Threat 2 : Insecure Application Programming Interfaces
e Threat 3 : Malicious Insiders

e Threat 4 : Shared Technology Vulnerabilities

e Threat 5 : Data Loss/Leakage

e  Threat 6 : Account, Service & Traffic Hijacking

e  Threat 7 : Unknown Risk Profile

[Security Guidance for Critical Areas of Focus Cloud Computing| @ 1 Cf#a S 41T

WAL, R 13 OfEIE(Domain) TH 5,
e  Section I. Cloud Architecture
v Domain 1: Cloud Computing Architectural Framework
e  Section II. Governing in the Cloud
Domain 2: Governance and Enterprise Risk Management
Domain 3: Legal and Electronic Discovery
Domain 4: Compliance and Audit

Domain 5: Information Lifecycle Management

A N N N NN

Domain 6: Portability and Interoperability
e  Section III. Operating in the Cloud
v Domain 7: Traditional Security, Business Continuity, and Disaster
Recovery
Domain 8: Data Center Operations
Domain 9: Incident Response, Notification, and Remediation
Domain 10: Application Security
Domain 11: Encryption and Key Management

Domain 12: Identity and Access Management

AN N N N RN

Domain 13: Virtualization
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Domain 1: Cloud Computing Architectural Framework| T [Security Guidance for
Critical Areas of Focus Cloud Computing| (2532527 77 Ka v Ea—T7 4 7 ORAY
BEDHALTODD, BITHRN LI NIST @ [/ 7y KarEa—7 407 OEFRICE
BN EBNATND,

[Security Guidance for Critical Areas of Focus Cloud Computing] ® 7 L —2A T —7
DORFIE, 77U RETALE LT IAT UV AET AL X2 U7 4 #HifleT v L%t
JESE TV D ADRFRETH D,

——

.. Gloud Model &
[ o J[ — ] ) Find the Gaps!

( o~ ] Security Control Model jj

&OLE, Binary Anolyols, Soannes, u:
Applications | ot i e ee, | GOINPliance NModel
o CLP LM Dwishexa Sohaty
Informaten ) &b, Eveowion ()

| e [ TR Y]

SR, AW VEAY, Paich Management, [E dom ciavarn
Management Lnrfigralizn Mensgement, MaonHaring [E
I Eueryg s
I Uisgees ey La
o RS

| e[ IETERST TP i
HIDSMIPS. Fiwwallr, OP1, Ant-Cans, E:\lh'—-"-'r—k'-tzuiiiudcu'-k
Lfdl e oL clid e
D08, DHBEEC, tWuth T2 J e Fuzbos Suabovctsabin..
Trsned G oampaarioag Hurshans 6 Sofoammm RaT & AF1W
Hast-oased Firewals, HIDEHIPS,
COMmpane & S00rape Irhagribty & MNaddsg Samsga—atk
Evwiewptian. Masking

Physical Pogrsioal Flam S ouiits. COTY Sunios

Domain2 PR DFEIKDONE TR D & B0 Th 5,

Domain 2: Governance and Enterprise Risk Management: The ability of an
organization to govern and measure enterprise risk introduced by Cloud
Computing. Items such as legal precedence for agreement breaches, ability of
user organizations to adequately assess risk of a cloud provider, responsibility to
protect sensitive data when both user and provider may be at fault, and how
international boundaries may affect these issues, are some of the items
discussed.

Domain 3: Legal and Electronic Discovery- Potential legal issues when using Cloud
Computing. Issues touched on in this section include protection requirements for

information and computer systems, security breach disclosure laws, regulatory
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requirements, privacy requirements, international laws, etc.

Domain 4: Compliance and Audit: Maintaining and proving compliance when using
Cloud Computing. Issues dealing with evaluating how Cloud Computing affects
compliance with internal security policies, as well as various compliance
requirements (regulatory, legislative, and otherwise) are discussed here. This
domain includes some direction on proving compliance during an audit.

Domain 6: Information Lifecycle Management: Managing data that is placed in the
cloud. Items surrounding the identification and control of data in the cloud, as
well as compensating controls which can be used to deal with the loss of physical
control when moving data to the cloud, are discussed here. Other items, such as
who 1is responsible for data confidentiality, integrity, and availability are
mentioned.

Domain 6: Portability and Interoperability: The ability to move data/services from
one provider to another, or bring it entirely back in-house. Issues surrounding
interoperability between providers are also discussed.

Domain 7:@ Traditional Security; Business Continuity, and Disaster Recovery: How
Cloud Computing affects the operational processes and procedures currently use
to implement security, business continuity, and disaster recovery. The focus is to
discuss and examine possible risks of Cloud Computing, in hopes of increasing
dialogue and debate on the overwhelming demand for better enterprise risk
management models. Further, the section touches on helping people to identify
where Cloud Computing may assist in diminishing certain security risks, or
entails increases in other areas.

Domain 8 Data Center Operations: How to evaluate a provider’s data center
architecture and operations. This is primarily focused on helping users identify
common data center characteristics that could be detrimental to on-going
services, as well as characteristics

Domain 9: Incident Response, Notification, and Remediation: Proper and adequate
incident detection, response, notification, and remediation. This attempts to
address items that should be in place at both provider and user levels to enable
proper incident handling and forensics. This domain will help you understand
the complexities the cloud brings to your current incident handling program.

Domain 10: Application Security: Securing application software that is running on
or being developed in the cloud. This includes items such as whether it’s
appropriate to migrate or design an application to run in the cloud, and if so,

what type of cloud platform is most appropriate (SaaS, PaaS, or IaaS). Some
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specific security issues related to the cloud are also discussed.

Domain 11° Encryption and Key Management: 1dentifying proper encryption usage
and scalable key management. This section is not prescriptive, but is more
informational is discussing why they are needed and identifying issues that
arise in use, both for protecting access to resources as well as for protecting data.

Domain 12: Identity and Access Management: Managing identities and leveraging
directory services to provide access control. The focus is on issues encountered
when extending an organization’s identity into the cloud. This section provides
insight into assessing an organization’s readiness to conduct cloud-based
Identity and Access Management (IAM).

Domain 13 Virtualization: The use of virtualization technology in Cloud Computing.
The domain addresses items such as risks associated with multi-tenancy, VM
isolation, VM co-residence, hypervisor vulnerabilities, etc. This domain focuses
on the security issues surrounding system/hardware virtualization, rather than

a more general survey of all forms of virtualization.
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(Enterprise Architecture, EA)X A TH D, EAIL, BEOE TR A L i d ET
2 IT g OREEMEZ | RERKROBLENOHER L, ZICESE ITHHEONYEL, ITHE
FeLC, TAsIs] 775 [To Be Model] ~DOBATZEH S 272 DfAATH D,
EA 13 &Y % 2 & ( Business Architecture, BA), 1&# > A7 A& (Information Systems
Architecture, IA) (5 —# J&(Data Architecture, DA) & 7 7'V /77— 3 > J&(Application
Architecture, A E N 5) BLWT 7 / 1 ¥ —J&(Technology Architecture, TA) D
JED Ly THET T Ta—F b ENEMFT LT et X BRLOEAGHOKRE)NS
WlEns, WoRIX, #—F 27 NVv—70 EA 7L —2 7 — 27 (The Open Group
Architecture Framework, TOGAF) DY+ 7 )L Toh 5,
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g 7| BED CHEIERFEIEIC R 2 AeMEH 5 0%, BiSHEIT L7z TCloud Computing Use
Cases White Paper] <° [ Security Guidance for Critical Areas of Focus Cloud Computing |
REDEIRITA RPRBEZIL, SBRBADPLETH D,

[ fliz B 7 L (Technical Reference Model, TRM) | 1%, Ffli&dr & LWEREEICB W
T, AOERY AT LAOBECHEAITI T, JRIRARS MR L OVATigktE, 8 AEAMEZ
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Qualities

Infrastructure Applications Business Applications

( Application Platform Interface )
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Operating System Services

Netwark Services

( Communications Infrastructure Interface )

Communications Infrastructure

Qualities
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